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Abstract
In this paper we study about the triple DES algorithm along with the blowfish algorithm. Thisis a combined approach and is aimed at
improving their individual performances. Then thisis briefly compared to the advanced encryption standard,;
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1. INTRODUCTION

There are two ways of communication possible
cryptographically. One is by the use of the pukby system.
Here two different keys are used for encryption and
decryption. The three main forms of public key sys$ are
public key distribution systems, digital signatssestems, and
public key cryptosystems, which can perform botbligukey
distribution and digital signature services. In abl-key
cryptographic system, two keys are required. Ona $ecret
key and the other one is a public key. The secosathaod is
the use of symmetric key cryptography. Here theeskay is
used for both the encryption and the decryptioresthare a
class of algorithms which are used for cryptograpghythe
case of public key cryptosystem two different keysge being
used for the process of encryption and decryptiom.
symmetric key cryptosystem we use the same cryppbuc
keys for both encryption of the plaintext and detign of the
cipher text. Symmetric encryption is a faster pohare. DES
is one algorithm which have been widely used foe th
encryption of data. It was developed in 1975 by IBMis
now considered insecure. Another variant of the DES
developed later known as the triple DES which issidered
to be more secure in nature. Though nowadays the i8En
use instead of DES. AES is a symmetric block ciphigh a
block size of 128 bits. Key lengths can be 128, i bits, or
256 bits; 8 called AES-128, AES-192, and AES-256,
respectively. AES-128 uses 10 rounds, AES-192 ukes
rounds, and AES-256 uses 14 rounds. Blowfish h&d-hit
block size and a key length of anywhere from 32 bit 448
bits. It is a 16-round Feistel cipher and uses dakgy-
dependent S-boxes. It is similar in structure toSTAL28,
which uses fixed S-boxes. Blowfish is not subjeztany
patents and is therefore freely available for amytnuse. This

has contributed to its popularity in cryptograpisicftware.
Blowfish is one of the fastest block ciphers in @ggread use,
except when changing keys. Each new key requires pr
processing equivalent to encrypting about 4 kilebydf text,
which is very slow compared to other block ciphers.

2.DES

In DES the block cipher was used 64 bits at a tiffe initial
permutation rearranges 64 bits. The encoding wae do 16
rounds.

Eriryptian

Dacryption

The 64 bits were divided into left, right halvedeTright half
goes through function f, mixed with the key. Thghti half
was added to the left half. Then these halves wesmpped.
The right side was then expanded from 32 to 48 dits the
48 bits of key were added. In the S-boxes, theos& was
reduced to 4. The P-box then permutes 32 bits.
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Eight bits are used only for checking parity. These later
discarded. Thus the effective key length is 56. bits
Three modes of operations are present. They are:

+ ECB
+ CBC
+ OFB

115 i 115
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In the electronic CodeBook mode each 64-bit bloek i
encrypted independently. This is prone to attackstlae
attacker can easily build the CodeBook. In the €ipBlock
Chaining mode the encryption and decryption asieshras
follows:

» Encryption: Ci = EK(Pi Ci-1)

» Decryption: Pi = Ci-1 DK(Ci)

The OFB mode allows byte-wise encryption.
3. TRIPLEDES

Triple DES is also known as the Triple Data Endiypt
Algorithm block cipher. Here the DES cipher algonit is
applied thrice. This is done to each data blockplés DES
increases the key size of DES and thus providesoivepl
protection against attacks. The algorithm is dbedr as
follows:

Triple DES uses a "key bundle" which comprises éhbES
keys. These are K1, K2 and K3. Each comprise djit6 The
encryption algorithm is:
. ciphertext = EK3(DK2(EK1(plaintext))), DES
encrypt with K1, DES decrypt with K2, then DES
encrypt with K3.

Decryption is the reverse:
. plaintext = DK1(EK2(DK3(ciphertext)))that is |,
decrypt with K3, encrypt with K2, then decrypt with
K1.

Each triple encryption encrypts one block of 64 loit data. In
each case the middle operation is the reverseeofitst and
last. This improves the strength of the algorithimew using
keying option 2, and provides backward compatipilitith
DES with keying option 3. The three keying optiams :

. Keying option 1: All three keys are independent.

. Keying option 2: K1 and K2 are independent, ard K
= K1.

. Keying option 3: All three keys are identicak.iK1
= K2 =Ka3.

Keying option 1 has a key length of 168 bits cairgjs of
three 56-bit DES keys. One of the known attackésrmeet in
the middle attack due to which option 1 can onlgvie 112
bits security. Keying option 2 reduces the key $wé&12 bits.
Again this option is prone to certain chosen-pkibtor
known-plaintext attacks. It thus provides us witilyo80 bits
of security.

4. BLOWFISH

Blowfish is a symmetric block cipher that can bedidor
encryption and protection of data. It takes a \dedength
key, from 32 bits to 448 bits. Blowfish was desidrie 1993
by Bruce Schneier. It is suitable for applicatiovitere the key
does not change often. . The block size is 64 hiid, the key
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can be any length up to 448 bits. Data encrypticurs via a
16-round Feistel network. Each round consists okeg
dependent permutation, and a key- and data-dependen
substitution. All operations are XORs and additions32-bit
words. The only additional operations are four etk array
data lookups per round. Blowfish has 16 rounds.r&tee
four 32-bit S-boxes with 256 entries each:

S1,0, S1.1,..., S1,255;
S2,0, S2.1,..,, S2,255;
S3,0, S3.1,..., S3,255;
S4,0, S4.1,..,, S4,255.

8 bits 8 bits 8 bits 8 bits

5-box S-box S-box S-hox
| 2 3 4
32|bits  32{bits  32{bits hits

?

The subkeys are generated in the following manner:

1. |Initialize first the P-array and then the four S«bs,
in order, with a fixed string. This string consists
the hexadecimal digits of pi.

2. XOR P1 with the first 32 bits of the key, XOR P2
with the second 32-bits of the key, and so on fbr a
bits of the key (possibly up to P14). Repeatedigley
through the key bits until the entire P-array haerb
XORed with key bits.

3. Encrypt the all-zero string with the Blowfish
algorithm, using the subkeys described in steps (1)
and (2).

4. Replace P1 and P2 with the output of step (3).

5. Encrypt the output of step (3) using the Blowfish
algorithm with the modified subkeys.

6. Replace P3 and P4 with the output of step (5).

7. Continue the process, replacing all entries of Bhe
array, and then all four S-boxes in order, with the
output of the continuously changing Blowfish
algorithm.

fad
=l

Encryption is done in this way:
e Theinput is a 64-bit data element, x.

Divide x into two 32-bit halves: xL, xR.

Then, fori=1to 16:

XL =xL XOR Pi

XR = F(xL) XOR xR

Swap xL and xR

After the sixteenth round, swap xL and xR again to
undo the last swap.

Then, xR = xR XOR P17 and xL = xL XOR P18.
Finally, recombine xL and xR to get the ciphertext.
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o2 bits Babits 22 bits

13 more iterations

Ciphertext

5.COMPARISONWITH AES

The Advanced Encryption Standard (AES) is a symicw&gy
block cipher published by the National InstituteSthndards
and Technology (NIST) in December 2001. AES haddf
three versions, with 10, 12, and 14 rounds. It wiaslar to
DES: block cipher (with different modes), but 13i8-blocks
128-bit, 192-bit, or 256-bit key, Mix of permutati® “S-

boxes”. These S-boxes were based on modular atiitmigh

polynomials. Each version uses a different ciphey kize
(128, 192, or 256), but the round keys are alwad® hits.

AES, like DES, uses substitution. AES uses two ritilvie

transformations. The first transformation, SubByiesused at
the encryption site. To substitute a byte, we prietrthe byte
as two hexadecimal digits.

» Step 1: ByteSub Transformation

e Step 2: ShiftRow Transformation

e Step 3: MixColumn Transformation
e Step 4: Round Key Addition

Final round is a little different because it remevéhe
MixColumns step.

State -

SubBytes

State

AddRoundKey

State
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Each byte of the block is replaced by its subditut an S-
box. Each byte is treated independently and sisghm®ox is
used for the entire state. Each row of the statshited
cyclically a certain number of steps. State columrestreated
as polynomials over GF(28). Each column is mukigliby
modulo x4 + 1 by a fixed polynomial ¢(x) = "03™ *3'01" x2
+ '01'x + 02". It has been shown Rijndael can logtem as
an over defined system of multivariate quadraticatipns.
Assuming that one could build a machine that coatbver a
DES key in a second (i.e., try 255 keys per secottndn it
would take that machine approximately 149 trillipgars to
crack a 128-bit AES key.

CONCLUSIONS

DES was prone to attacks and the triple DES stahdes

considered slow. The blowfish algorithm when conebimvith

the triple DES algorithm would provide a betteraalthm. It

would be less prone to attacks. Triple DES wouldviate it

with security and the blowfish algorithm will adadl the speed
of the algorithm.
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